ABSTRACT In this paper, an efficient commutative encryption and data hiding scheme for HEVC videos is proposed. The commutative property allows ciphering a steganographic video without interfering with the embedded signal or to perform steganography on an encrypted video while still allowing perfect decryption. The syntax elements in the HEVC standard, including the sign of quantized transform coefficient (QTC), the sign of motion vector difference (MVD), and the intra-prediction mode (IPM) are encrypted, which distorts video content greatly and thus keeps perception security. Data embedding employs a specific QTC modification method, which makes the visual distortion caused by data hiding very low. Furthermore, the proposed framework will produce an HEVC format compliant bitstream and permits the hidden information to be extracted either in the encrypted domain or in the decrypted domain. Several benchmark video sequences of different resolutions and diverse contents are used for experimental evaluation.
I. INTRODUCTION
With the rapid development of mobile Internet and intelligent terminal, video data is increasing explosively. However, digital video data is not only easy to be transmitted, but also quite easy to be copied, formatted, modified and shared. As a result, confidentiality, integrity and authentication issues have been raised because sensitive and important data should be protected against unauthorized users or operations. To solve these problems, several means have been proposed since the past decade, such as video encryption [1] and video data hiding [2] , [3] .
Video encryption converts video data into an incomprehensible form that protects the confidentiality of the content. Only the authorized user who has the right key can recover video data correctly. The technique enables applications like digital rights management (DRM) and privacy preservation [1] . When confidentiality is a major priority, the ''naive'' encryption algorithm (NEA) is advised to encrypt the entire video stream with a secure cipher in a secure mode. The NEA algorithm has the disadvantage of high computational cost in encryption/decryption process and also
The associate editor coordinating the review of this manuscript and approving it for publication was You Yang. can lead to format incompatibility. In some application scenarios, the selective encryption has been proposed as a flexible alternative for the NEA. The selective encryption depends on the structure of the video coding for encrypting only the partial significant elements, which can save computational complexity and achieve format compatibility. In recent years, various schemes have been suggested in compressed video especially for the H.264/AVC standard which uses Context Adaptive Binary Arithmetic Coding (CABAC) and Context Adaptive Variable-Length Coding (CAVLC) for entropy coding. According to the protected part selected to be encrypted, the works proposed in [4] and [5] encrypt the DCT coefficients (Non-zeros level and signs), while that in [6] includes intra prediction mode into the encryption space. Recently, Sallam et al. [7] proposed an HEVC selective encryption using the feature of low complexity overhead of the RC6 block cipher to encrypt the coefficients sign bits, the remaining absolute value suffixes that is binarized by Exp-Golomb order zero (EG0), the MVD sign bits and MVD absolute value suffixes that is binarized by Exp-Golomb order one (EG1).
Video data hiding technique will embed some information into a host video to achieve certain features or to serve specific purposes, e.g., the protection of ownership or identification. Over the years, various data hiding methods are proposed and realized. Essentially, data hiding can take place prior to the encoding process [8] . However, due to the inevitable loss of information caused by compression, the embedded information is usually not accurately extracted. Consequently, it is more promising to directly manipulate compressed video to realize information hiding. Data hiding techniques in compressed video are categorized according to the coding stages as venues for data hiding such as intra prediction [9] , motion vectors [10] , residual coefficients [11] , and entropy coding [12] . These methods are mainly focused on H.264/AVC or MPEG-2, and there are still few data hiding methods for HEVC. Chang et al. [13] presented a DCT/ DST-based data hiding algorithm for HEVC intra-coded frames. Dutta and Gupta proposed the robust watermarking framework in I frames [14] and P frames [15] . Recently, Yang and Li [16] proposed an information hiding method based on motion vector space encoding for HEVC encoding process.
Although video encryption and video data hiding have already been studied and some techniques are available, the combination of them is a highly interdisciplinary area. Despite the difficulties to realize effective algorithms which combine encryption and data hiding simultaneously, some solutions have been proposed. The existing commutative encryption and data hiding schemes are generally based on partial encryption. For example, in [17] , IPM, MVD and DCT coefficients' signs are encrypted, while DCT coefficients' amplitudes are used for watermarking. Later, a quasi-commutative watermarking and encryption scheme for MPEG-2 is proposed in [18] . Since the encryption operation and watermarking operation are homogenous with commutative properties, their order can be commutated. In these cases, the encryption and watermarking operations are commutative. Consequently, the watermark can be directly extracted from the encrypted videos, and the encrypted videos can be directly watermarked. In addition, some schemes of data hiding directly in a partially encrypted version of H.264/AVC videos are investigated [19] - [22] , which are suitable for some secure applications. For example, the information is embedded into the encrypted video directly without knowing the decryption key, which avoids the leakage of media content. It is very suitable for secure media distribution based on media proxies, which needs to embed the watermark or fingerprint into the encrypted data without decryption. In addition, some reversible data hiding schemes for encrypted H.264/AVC or HEVC videos are also presented in [23] - [25] .
A state-of-the-art video coding standard, i.e., HEVC, is developed to improve the compression efficiency for high resolution video signals. But the reality is that the commutative encryption and data hiding technology for HEVC video is quite scarce. Based on this situation, we proposed an efficient video encryption and data hiding scheme based on HEVC codec, which provides a solution to the commutation of encryption and data hiding. Such parameters as the sign of QTCs, the sign of MVDs and IPMs are encrypted, while the coefficient level is utilized for data embedding. The main contribution implies an extension of the encryption space available with CABAC encoded streams. IPMs are included into the encryption space due to its major importance in video reconstruction. Data hiding is performed by using the specific coefficient modification technique, which ensures format compatibility and good visual perceptibility. In addition, commutativity enables the processing order of encryption and data hiding are not affect the final result, and the hidden information can be extracted from stego video no matter it is decrypted or not. Extensive experiments have been conducted to demonstrate its superiority.
The remainder of the paper is organized as follows. In Section II, we present the proposed algorithm, which includes two parts, i.e., selective encryption of HEVC video and data embedding. Experimental results and analysis are given in Section III. Finally in Section IV, conclusion and future work are drawn.
II. PROPOSED SCHEME
The proposed scheme is made up of two parts, i.e., selective encryption and data embedding. Let O denote the original video data, E() denote the encryption algorithm, S() denote the data hiding algorithm, K e denote the encryption key, and K s denote the data hiding key. As commutative encryption and data hiding operations, the following rule should be satisfied [26] .
The encrypted bitstream must maintain the file structure so that it can still be decodable. However, the content will be unrecognizable after encryption. Data embedding is done by means of coefficient modulation. At the receiver end, the embedded data can be extracted either in encrypted or in decrypted version of HEVC video. In the following, the general scheme for the commutative encryption and data hiding is presented.
A. SELECTIVE ENCRYPTION OF HEVC VIDEO
Unlike H.264/AVC, HEVC has only one entropy coding method based on the CABAC engine. The core algorithm of CABAC is unchanged, which involves the key elements of binarization, context modeling, and arithmetic coding [27] . Binarization maps the syntax elements, e.g., QTC, or MVD, to binary symbols (bins). The arithmetic coding can be operated in two modes, regular coding mode and by-pass coding mode. Regular mode has a context modeling stage, in which a probability context model is selected. The selected context model is used to code the binary symbol (bin). After each bin is coded, the context model is updated. By-pass mode assumes an equiprobable model. In this mode, to speed up the whole coding process, binary arithmetic coding (BAC) is directly performed using a fixed context. Nowadays, CABAC-based encryption has been a challenging research topic. Not all the syntax elements in HEVC can VOLUME 7, 2019 be encrypted with ensuring the format compatibility. So we should choose the syntax elements that preserve the format compliance to be encrypted. The encryption space for the proposed HEVC selective encryption technique consists of the IPM, the non-zero coefficients sign bits, and the MVD sign bits. The cipher video can keep the HEVC video coding structure and any standard HEVC decoder can decode the cipher video bitstream without the need for the decryption process.
1) QTC ENCRYPTION
Since non-zero QTCs represent some details of the privacy region, they must be encrypted to conceal any sensitive information as carried out in previous work. For each nonzero residue macroblock, QTCs are encrypted partially. That is, the signs of QTCs in both I-frames and P-frames are encrypted with a stream cipher (e.g., Rabbit or RC4). The stream cipher algorithm combines the bits of plaintext with a secret keystream of bits issued from a pseudorandom number generator (PRNG), through a XOR operation typically. The keystream generation depends on the secret key. Thus, bits of cipher text are usually defined as
where X i specifies the sign of the i-th non-zero QTC to be encrypted. If the QTC is positive, the corresponding value of X i is equal to 0. Otherwise, the corresponding value of X i is equal to 1. In addition, K i is the secret bit generated by the stream cipher, and C i is the corresponding cipher text. Some of the main advantages of the algorithm is that it is simple and can operate at a high speed. In addition, the sign of each non-zero QTC is encoded in bypass mode. Since by-passed bins do not exploit and update probability models during the arithmetic coding, directly applying encryption to the signs of QTCs has no impact on the compression performance.
2) MVD ENCRYPTION
The motion vectors (MVs) play an important role in HEVC video coding, especially in Inter and Random access modes. In HEVC, advanced motion vector prediction (AMVP) is used, where several candidates for motion vector prediction are determined from spatial and temporal neighbors. That is, the MVDs are actually coded in the bitstream. In HEVC, only the first two bins are regular coded (abs_mvd_greater0_flag, abs_mvd_greater1_flag), followed by bypass coded firstorder EG1 bins (abs_mvd_minus2). Encryption of MVD bin-strings is crucial for protection of contours and motion information but in this case we cannot guarantee the format compliance. According to the above analysis, only the sign of MVD is encrypted by applying the bitwise XOR operation with a stream cipher. Similarly, the sign of MVD are coded in the bypass mode, which means changing zero to one or vice versa will never affect the compression ratio.
3) IPM ENCRYPTION
A total of 35 intra prediction modes is available in HEVC, including 33 angular prediction modes as well as planar (mode 0) and DC (mode 1) prediction. Due to the large number of intra prediction modes, HEVC defines three most probable modes (MPMs) for each prediction unit (PU) based on the modes of the neighboring PUs. The selection of the set of three MPMs is based on modes of two neighboring PUs, one left and one to the above of the current PU. If the current IPM is equal to one of the elements in the set of MPMs, only the index in the set is transmitted to the decoder. Otherwise, a 5-bit CABAC bypassed codeword is used to specify the selected mode outside of the set of MPMs as the number of modes outside of the set is equal to 32. Consequently, MPMs will be changed after IPM codeword encryption, which results in inconsistencies between the encoder and the decoder. The direct consequence is that the encrypted stream is incompatible. Therefore, the prediction mode codeword cannot be directly encrypted. In fact, the encryption of IPM is different from the encryption ofQTC and MVD in our work. The encryption of QTC and MVD is to encrypt its bin-string during entropy coding stage. However, IPM encryption is performed in the intra prediction phase.
In addition, HEVC applies three kinds of coefficient scanning methods such as vertical, horizontal and diagonal upright scans. A new tool in HEVC that improves coding efficiency is mode dependent coefficient scanning. The selection of the coefficient scanning order depends on directionality of the intra prediction mode as shown in Fig.1 . The horizontal scan is used when the prediction direction (Angular 22 ∼ 30) is close to vertical. The vertical scan is applied when the prediction direction (Angular 6 ∼ 14) is close to horizontal. For the directions, other than vertical and horizontal, the diagonal up-right scan is used [28] .
As for HEVC, not all modes are available for units lying on the edges of each frame due to the lack of neighbors. For the format compliance in the decoding process, the encrypted IPMs of units lying on the edges should have the decodable value. In order to solve this problem, the units located at the edge of the frame will not be encrypted. For other units, the detailed IPM encryption steps are as follows.
Step 1: Generating a random binary sequence B i by the stream cipher.
Step 2: Selecting 4 bits in order from B i to generate a decimal number R n .
Step 3: Dividing 35 prediction models into 4 sets, i.e., G 1 = {2, 3, 4, 5, 15, 16, 17, 18, 19, 20, 21, 31, 32, 33 , 34}, G 2 = {22, 23, 24, 25, 27, 28, 29, 30}, G 3 = {6, 7, 8, 9, 11, 12, 13, 14}, G 4 = {0, 1, 10, 26}. Consequently, the prediction mode encryption is carried out in the following four cases.
Case 1: If the current prediction mode belongs to the set G 1 , the following operations are performed. where ''='' is the assignment operator, and Idx 1 is the index position of the prediction mode in the set G 1 . Finally, the current prediction mode is replaced by the prediction mode with the index value R n in the set G 1 .
Case 2: If the current prediction mode belongs to the set G 2 , the following operations are performed.
where Idx 2 is the index position of the prediction mode in the set G 2 . Finally, the current prediction mode is replaced by the prediction mode with the index value R n in the set G 2 . Case 3: If the current prediction mode belongs to the set G 3 , the following operations are performed.
where Idx 3 is the index position of the prediction mode in the set G 3 . Finally, the current prediction mode is replaced by the prediction mode with the index value R n in the set G 3 . Case 4: If the current prediction mode belongs to the set G 4 , no encryption operation is performed.
In summary, the proposed encryption scheme, which encrypts sign bits of QTCs, sign bits of MVDs and IPM, has a slight impact on the compression ratio and can achieve good perceptual scrambling effect. This will be confirmed by later experimental observations. In addition, since only XOR and modulo operations are performed, the computational complexity is relatively low.
B. DECRYPTION OF HEVC VIDEO
The decryption process can only be performed by an authorized user having the encryption keys. According to the encryption process, it is obvious that we will decrypt MVD, QTC and IPM separately. The decryption of MVD and QTC is relatively simple. That is, the encrypted binstringsis decrypted by utilizing the same cipher streams as the encryption process. Since the XOR operation is symmetric, the decryption operation is the same as the encryption operation. So the detailed process is omitted.
The process of decrypting the encrypted prediction mode is as follows.
Step 1: Generating a random binary sequence B i by the same stream cipher as the encryption process.
Step 3: The prediction mode is divided into four sets, i.e., G 1 , G 2 , G 3 , and G 4 , which are identical to the encryption process. Similarly, the prediction mode decryption is carried out in the following four cases.
Case 1: If the current prediction mode belongs to the set G 1 , the following operations are performed.
If R n is negative, the following operation is required.
where ''='' is the assignment operator, and Idx 1 is the index position of the prediction mode in the set G1. Finally, the current prediction mode is replaced by the prediction mode with the index value R n in the set G 1 . Case 2: If the current prediction mode belongs to the set G 2 , the following operations are performed.
If Rn is a negative number, the following operation should be performed.
where Idx 2 is the index position of the prediction mode in the set G 2 . Finally, the current prediction mode is replaced by the prediction mode with the index value R n in the set G 2 . Case 3: If the current prediction mode belongs to the set G 3 , the following operations are performed. where Idx 3 is the index position of the prediction mode in the set G 3 . If Rn is a negative number, it is also necessary to perform the operation in Eq. (14) . Finally, the current prediction mode is replaced by the prediction mode with the index value R n in the set G 3 . Case 4: If the current prediction mode belongs to the set G 4 , no decryption operation is performed.
C. DATA EMBEDDING PROCESS
In H.264/AVC, the coefficient level is composed of two parts. The first 14 bins, generated with truncated unary binarization, are context coded (i.e. require context selection). The remaining bins, generated by 0th-order ExpGolomb binarization, are bypass coded bins, which do not require context selection. After each coefficient level is signaled, the sign is signaled with one bypass bin. Unlike H.264, in HEVC, only first two bins of the coefficient level (i.e., coeff_abs_level_greater1_flag and coeff_abs_level_greater2_flag) are context coded [29] . The remaining actual value (coeff_abs_level_remaining) is coded in by-pass mode. HEVC employs Golomb-Rice codes for small values and switches to an Exp-Golomb code for larger values. The Rice parameter m is ranging from 0 to 4 and it is conditionally updated depending on the previous value of the parameter and the current absolute level as follows [30] .
The Rice parameter m is set to 0 at the beginning of each coefficient group. Let the baseLevel of a coefficient be defined as base Level = significant_coeff _flag + coeff _abs_level_greater1_flag + coeff _abs_level_greater2_flag (18) where a flag has a value of 0 or 1 and is inferred to be 0 if not present. Then, the absolute value of the coefficient is simply denoted as
The syntax element coeff_abs_level_ remaining is binarized using unary coding for the prefix, and fixed length coding for the suffix. To improve coding efficiency, the number of fixed length bins also depends on Rice parameter m. TABLE.1∼5 show the binarization of the remaining level when m is 0 to 4.
Data embedding can be accomplished by substituting eligible bin-strings of coeff_abs_level_remaining in TABLE.1∼5. Suppose the message to be embedded is a binary sequence denoted as B = {b(i)|i = 1, 2, . . . , K , b(i) ∈ {0, 1}}. In order to enhance the security, a stream cipher is used to encrypt the message according to the data-hiding key. Thus, the to-be-embedded binary information, i.e.,W = {w(i)|i = 1, 2, . . . , K , w(i) ∈ {0, 1}}, is an encrypted version of B. It is difficult for anyone who does not retain the data hiding key to recover the message.
According to the value of the Rice parameter, it is processed in the following five cases.
1) CASE 1: THE RICE PARAMETER m IS EQUAL TO 0
If the current coeff_abs_level_remaining value is less than or equal to 3, data embedding is not performed. Otherwise, the embedding of the data bit is performed as follows.
where absCoeffLevel denotes the absolute coefficient level after data embedding, and % denotes the modulo operation. Then let i = i + 1.
2) CASE 2: THE RICE PARAMETER m IS EQUAL TO 1
According to Eq. (17), if the value of absCoeffLevel is changed from 6 to 7 due to data hiding, the rice parameter m may fall into a different region. Consequently, the wrong Rice parameter will be used for decoding the absCoeffLevel. In order to meet the format compatibility, data embedding is not performed when the current absCoeffLevel is equal to 6 or 7. Otherwise, the data embedding procedure is given as Fig.2 .
3) CASE 3: THE RICE PARAMETER m IS EQUAL TO 2
Similar to the above, in order to meet the format compatibility, data embedding is not performed when the current absCoeffLevel is equal to 12 or 13. Otherwise, the data embedding process is similar to Fig.2 
4) CASE 4: THE RICE PARAMETER m IS EQUAL TO 3
Similarly, data embedding is not performed when the current absCoeffLevel is equal to 24 or 25. Otherwise, the data embedding process is also similar to Fig.2 . The difference is to replace 8 with 26 and replace 5 with 23.
5) CASE 5: THE RICE PARAMETER m IS EQUAL TO 4. THE DATA BIT CAN BE EMBEDDED BY EQ. (20)
The advantage of the algorithm is that the actual data embedding can be implemented by simple QTC modification. Furthermore, the bin-string of the marked coefficient has equal length as the original bin-string and thus the length of the NAL (Network Abstraction Layer) units is preserved as well. In addition, QTC modification is only implemented within P-frames, whereas all bin-strings of absCoeffLevel in I-frames are kept intact. As I-frames are crucial for video signal, the distortion occurred in I-frames due to data hiding will be propagated to subsequent P-frames. Normally, P-frames have less capacity because they are highly compressed using motion compensation and entropy coding.
D. DATA EXTRACTION PROCESS
Similar to the embedding process, data extraction is also performed in the following five cases.
1) CASE 1: THE RICE PARAMETER m IS EQUAL TO 0
According to the data embedding process, if the current coeff_abs_level_remaining value is less than or equal to 3, data extraction is not performed. Otherwise, the extraction of the data bit is performed as follows.
where w i denotes the extracted bit, and coeff _abs_level_remaining represents the remaining coefficient level parsed from the P-frames containing the hidden information.
2) CASE 2: THE RICE PARAMETER m IS EQUAL TO 1
If the current absCoeffLevel value is equal to 6 or 7, data extraction is not performed. Otherwise, the extraction of the data bit is performed as Eq. (21).
3) CASE 3: THE RICE PARAMETER m IS EQUAL TO 2
Similarly, if the current absCoeffLevel value is equal to 12 or 13, data extraction is not performed. Otherwise, the extraction of the data bit is also performed as Eq. (21).
4) CASE 4: THE RICE PARAMETER m IS EQUAL TO 3
As before, if the current absCoeffLevel value is equal to 24 or 25, data extraction is not performed. Otherwise, the extraction of the data bit is performed as Eq. (21).
5) CASE 5: THE RICE PARAMETER m IS EQUAL TO 4
Data extraction can be performed as Eq. (21) As it can be noticed, the proposed system is based on the encryption of those syntax elements that are not used for the embedding, and vice versa. Therefore, the order of embedding or ciphering is irrelevant. Consequently, the proposed method conforms to the commutative property of Eq. (1).
III. EXPERIMENTAL RESULTS AND DISCUSSIONS
The proposed scheme has been implemented in the HEVC reference software version HM-12.0 [31] . The set of benchmark video sequences [32] along with their resolutions is given in Table. 6. Input video sequences have different properties, such as high texture or low texture, high motion or low motion. We simultaneously applied our proposed encryption/ data hiding scheme and HEVC compression as described in Section II, on all the benchmark video sequences for low delay mode. The intra period is 4 for a sequence of 100 frames.
A. SCRAMBLING EFFECT AND SECURITY ANALYSIS
The metrics used to evaluate the scrambling effect on video contents are usually the Peak Signal to Noise Ratio (PSNR), the Structural Similarity Index (SSIM), and the Video Quality Measurement (VQM) [19] . Their numerical computation allows to efficiently describe the losses in quality (PSNR) and in structural coherence (SSIM) inside the frames. The proposed scheme encrypts the sign of QTC, the sign of MVD, and IPM, which distorts video content greatly and thus keeps perception security. Especially the impact of the proposed IPM encryption is not limited to Intra frames. In fact, the scrambling effect propagates naturally throughout the entire GOP due to the predictive coding strategy used in HEVC codec. The results of six video sequence without encryption and with selective encryption for QP value 28 and 32 are shown in Table. 7. The proposed method has an average PSNR of 11.0597dB and an average SSIM of 0.3380. Numerical results tend to verify that encryption can produce effective scrambling. In addition, we can notice that the proposed encryption scheme decrease the objective quality of the video to the low quality level whatever the QP values and the corresponding initial quality of the video.
Visual results for the scrambling effect are also shown in Fig.3 and Fig.4 . An original frame from each video is depicted in Fig.3 , and their corresponding encrypted results are given in Fig.4 . Other frames have a similar effect of encryption. Due to space limitations, we do not list the visual results of all frames. In Fig.5 , the frame per frame analysis is complemented by a comparison between the original video and the encrypted video. In summary, video frame areas that contain many details and texture will have lot of non-zero coefficients and consequently will be strongly encrypted. On the other hand, homogeneous areas in a video frame, i.e., areas containing series of identical pixels, are less ciphered. Although the PSNR values of each frame have small fluctuations, the overall scrambling effect is stable.
From a cryptographic viewpoint, the security of the proposed video encryption scheme relies on the adopted stream cipher. In the proposed scheme, the traditional cipher is adopted, and its security has been confirmed. In [5] , a stream cipher, i.e. Rabbit, is adopted to generate the random bit VOLUME 7, 2019 sequence. Rabbit uses a 128-bit key and a 64-bit initialization vector. To date, there has been no effective attack (e.g., bruteforce attack) against this cipher. It can also be utilized in our commutative encryption and data hiding system. In addition, the histogram analysis is carried out. The histogram is a graphical representation of pixels distribution with the video frame at each color intensity level. Ideally, the histograms of cipher video frames should be different from the histograms of plain video frames. This is verified in our algorithm. Take Kimono and Tennis for example, the histograms of the tenth frame before and after encryption are shown in Fig.6 ∼ 9 .
B. VISUAL QUALITY OF DECRYPTED VIDEO
In some scenarios, the encrypted video containing hidden data provided by the server needs to be decrypted by the authorized user. Therefore, the decrypted video containing the hidden data should be readily decodable by standard decoders with acceptable perceptual quality. To verify this, a series of tests have been conducted. Some original video frames and their corresponding decrypted versions containing the hidden data are shown in Fig.2 and Fig.10 respectively. It is observed that the perceptual quality of the stego video is almost the same as the original one. Other frames have a similar effect on visual quality. Due to space limitations, we do not list the visual results of all frames. From our subjective examination, it is concluded that the marked content cannot be visually distinguished from non-marked content (when plays as video).
Since HEVC is lossy compression, even without data hiding and encryption, video perception quality will be degraded. In general, the larger the QP value, the greater the distortion. To better demonstrate the impact of data embedding on video quality, the visual quality of non-marked video stream should be tested. The video sequence obtained by decompressing non-marked video stream, i.e., reconstructed video, is used as the target sequence, while the original uncompressed video sequence is used as the reference video sequence. Similarly, in order to test the visual quality of marked video stream, the video sequence obtained by encrypting, data hiding, decrypting, and decompressing process is used as the target sequence. That is, in this case, the target video contains the hidden data. The results of the comparison are listed in TABLE.8. The visual quality degradation of decrypted video containing hidden data is very low, i.e., it is generally hard to detect the degradation in video quality caused by data hiding. In addition, PSNR values of all marked frames are shown in Fig.11 .
C. EMBEDDING CAPACITY
In TABLE.8, the maximum embedding capacity for each video is presented with QP = 28 and 32. It is expressed in units of bits and kilobits per second (kbits/s). It is clear that the overall embedding capacity varies greatly and strongly depends on video content. The reason is that each video stream has a different number of qualified QTCs which can be used for data embedding. As we can notice in TABLE.8, the sequences Football, Bus, and Kimono provide significantly larger embedding capacity than other sequences. The sequences Football has considerable motion, whereas the sequence Bus and Kimono are highly textured. The number of qualified QTCs in P-frames of these video sequences is relatively large compared to the sequences BasketballDrill, BQMall, and Tennis which are mostly static with limited motion in some frames and coded by skip blocks. In addition, payload decreases with increase in QP value. When QP value increases, the number of residual coefficients decreases, and then the qualified Levels will be less.
D. BIT RATE OVERHEAD
To further evaluate the performance of the proposed scheme, bit rate overhead BR_var caused by encryption and data hiding is also introduced.
where BR_en is the bit rate generated by encryption and data embedding encoder, and BR_orig is the bit rate generated by the original encoder. According to the algorithm in Section 2, the increase in bit rate is caused by encryption rather than data embedding. The reason is that data hiding is performed by modifying a suitable absCoeffLevel to another absCoeffLevel which has the same length of bin-string. In addition, the encryption of the sign of QTC and the sign of MVD is performed on those bin-strings encoded in bypass mode wherein a fixed context is used. So to be more precise, the increase of bit rate is actually caused by the encryption of IPM. The numerical results are presented in Table 7 . The average bit rate increase is 7.86%, which means it introduces a slight overhead of performing the proposed cryptographic algorithm.
E. ROBUSTNESS ANALYSIS
Without any attack, the hidden information can be extracted accurately. But the hidden information cannot be extracted effectively after various attacks, such as signal processing and re-compression. For example, after any simple processing followed by re-encoding, some of Intra 4×4 macroblocks may change to Intra 16 × 16 which will cause the decoder to lose synchronization. Furthermore, these processes may also change the intra prediction modes in blocks which consequently lead to different residuals, and hence make the embedded information unachievable. So the scheme is not robust, which means if the embedded bit streams after various attacks as described above, the hidden information would be lost. Although it is not robust, it can be applied to content authentication, covert communication and other fields. In [33] , a robust data hiding method for HEVC is presented, which may provide a reference for our future work. 
F. DISCUSSION AND COMPARATIVE ANALYSIS
Obviously, the existing related technology is mainly aimed at digital image [34] - [36] . There are relatively few algorithms for digital video. In previous work [17] , [19] - [25] , some efficient algorithms to embed the additional data in encrypted H.264/AVC or HEVC video are presented. In H.264/AVC, the coefficient level is composed of two parts. The first 14 bins, generated with truncated unary binarization, are context coded. The remaining bins, generated by EG0 binarization, are bypass coded bins. As described in [21] , [22] , when the absolute value of non-zero QTCs is not greater than 15, there are no suitable bin-strings can be used to hide information. In HEVC, only the first two bins of the coefficient level (coeff_abs_level_greater1_flag and coeff_abs_level_greater2_flag) are context coded. The remaining portion of the levels (coeff_abs_level_remaining) is bypass coded [29] . Correspondingly, compared with H.264/AVC, there are much more eligible bin-strings in HEVC, which means a larger capacity for data hiding. In addition, the comparative analysis results are listed in TABLE.9. As can be seen from TABLE.9, in the proposed scheme, data hiding and encryption are completely separable. Furthermore, it supports the latest video coding standard HEVC and maintains format compatibility. The scheme may be appropriate for many applications such as video notation, content authentication, and tamper proofing, etc.
IV. CONCLUSION AND FUTURE WORK
In this paper, an efficient commutative encryption and data hiding scheme based on HEVC codec is presented, which provides reliability control functionalities. Video encryption and data embedding are accomplished during HEVC compression process. To achieve the commutative property, one set of syntax elements is utilized for encryption, while another set is exploited for data hiding. The specific QTC modification-based data embedding algorithm makes the hiding operation and encryption operation commutatively. Furthermore, it produces a HEVC format compliant bitstream that allows the data extraction process to be carried out regardless of the video being in the encrypted or decrypted domain. The security analysis results demonstrated and proved the proposed scheme can achieve perception security and cryptographic security. Furthermore, experimental results also show that the video distortion caused by data hiding is very low and that the achieved capacity is enough to embed a reliability proof as well as some other data. In general, the proposed HEVC-based scheme is a pioneer work, and there are still some imperfections. Future works will focus on making our scheme more robust to resist attacks and reducing the increase of bit rate.
